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A growing international consensus holds that 
communication is a fundamental human 
right (www.un.org/en/documents/udhr/

index.shtml). In 2010, United Nations Secretary-
General Ban Ki-moon stressed the importance 
of access to the Internet and information in his 
remarks to the assembly (see www.un.org/News/
Press/docs/2010/obv875.doc.htm), and last Sep-
tember, ITU Secretary-General Hamadoun I. Touré 
said, “Broadband is the next tipping point, the 
next truly transformational technology. It can 
generate jobs, drive growth and productiv-
ity, and underpin long-term economic compet-
itiveness.”1 Additionally, Spain and Finland 
have elevated broadband access to a legal right 
(see www.bbc.co.uk/news/10461048 and http://
tinyurl.com/3qp54de), and 20 EU nations along 
with the US have set goals for universal broad-
band access (http://ec.europa.eu/information_
society/activities/broadband/docs/annex_2.pdf).

While most commentators and policy makers 
have focused on the bene!ts of broadband and Inter-
net connectivity, two signi!cant dilemmas receive 
less attention. First, the challenges the uncon-
nected face — the “dark side of Metcalfe’s law” — 
have remained less explored. Telecommunications 
experts Rahul Tongia and Ernest Wilson propose 
that “the more people included within and enjoy-
ing the bene!ts of a network, the more the costs of 
exclusion grow exponentially to the excluded.”2

The second key overlooked facet is that not 
all connectivity is created equal. Where, how, 
and what technologies and devices you use 
to connect to the Internet or broadband will 
increasingly determine your experience and 
access to digital opportunities. These two con-
cerns are creating a more nuanced digital divide 
that manifests itself in terms not only of who 
has access to broadband and who doesn’t but 
also of what users can actually do with their 
connectivity. How government policies address 
these new divides could determine whether the 
promise of the Internet as a universal commu-
nications medium is ful!lled or serves to re-
enforce existing societal inequities.

Emerging Digital Inequalities
As each new communications revolution opens 
the door for greater equality — making informa-
tion and knowledge more available to many —  
history documents that availability is insuf!-
cient unto itself. Confronting inequalities created 
by a divide between those who can take advan-
tage of the Internet and those facing barriers is  
becoming increasingly complex. Whereas two 
telephone services, for example, could expect to 
have relatively equal experiences and opportunities,  
this isn’t necessarily the case for broadband 
access. Rather, depending on the network pro-
vider, the broadband connection capabilities, or 
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the access device, one user might 
have considerably less freedom 
and opportunity than the other. 
These stark differences can create 
increased disparities in broadband’s 
ability to bene!t certain communi-
ties and users.

These differences are largely being 
driven by a worsening trend among 
communication providers and oth-
ers to lock down networks, devices, 
and users. Consequently, we’re in 
danger of losing our access to the 
technologies underlying today’s com-
munications renaissance. The Inter-
net, though predicated on an open, 
decentralized architecture, is at risk of 
becoming subject to companies’ and 
governments’ command-and-control 
strategies. IP-based networks once 
optimized to facilitate open, end-to-
end communications are increasingly 
designed with barriers that limit our 
right to communicate. In doing so, 
some network operators, business 
models, and government policies are 
fundamentally undermining the very 
freedom and openness of the Internet 
that helped create and shape 21st cen-
tury communications.

Here, we look at some of the less-
explored factors of rapidly develop-
ing digital divides — ones based not 
only on access to the Internet but 
also on how individuals can actually 
utilize that access. By highlighting 
the nuanced nature of today’s digital 
exclusion, we hope to draw attention 
to new forms of discrimination and 
disempowerment that are becoming 
hallmarks of the next generation 
of broadband networking. We sug-
gest real-world alternatives based on 
fundamentally different networking 
methodologies — ones that are user-
de!ned and predicated on spreading 
equal opportunity to learn, inno-
vate, and adapt new communication 
technologies.

De!ning the Digital Divide
The digital divide has tradition-
ally been de!ned as a “gap between 

people with and without Internet 
access.”3 Although universal access 
is an important measure and a goal 
of many nations,4,5 Paul DiMaggio  
and his colleagues suggest that 
“understanding of digital inequality 
requires placing Internet access in a 
broader theoretical context.”3 A focus 
on access alone fails to determine 
whether all members of a society 
actually bene!t from broadband con-
nectivity. In much the same way that 
we could argue that 100 percent of US 
citizens have access to healthcare or 
education, we know that what really 
matters are outcomes: many people 
suffer from poor health because they 
can’t afford appropriate healthcare or 
fail to graduate as a result of ineffec-
tive schools and teachers.

Likewise, the US government 
claims that “290 million Americans —  
95 percent of the US population — live 
in housing units with access to ter-
restrial, !xed broadband infrastruc-
ture capable of supporting actual 
download speeds of at least 4 Mbps”  
(http://tinyurl.com/3sftqpo). Yet only 68  
percent of all Americans and less than 
50 percent of African-Americans  
and Hispanics actually use broad-
band at home (http://tinyurl.com/ 
3p7a6bo). The rural/urban divide is 
also quite pronounced, with home 
broadband use at 60 percent in rural 
communities compared to 70 percent 
among urban constituencies.

Broadband adoption differentials 
around the globe also document this 
form of digital divide. The Organi-
zation for Economic Cooperation 
and Development (OECD) reports 
that Denmark leads OECD nations in 
broadband penetration — that is, sub-
scribers per 100 inhabitants — with a 
rate of 38. Denmark is followed closely 
by the Netherlands, Switzerland,  
and Norway. The US has a penetra-
tion rate of 27 and is ranked 14th 
(before Finland but lagging behind 
Germany, the UK, Canada, Sweden, 
France, and Korea among others). 
Broadband penetration is lower still 

in other OECD countries such as 
Mexico, Chile, and Turkey, where 
only 10 inhabitants per 100 have 
broadband subscriptions (see www.
oecd.org/dataoecd/21/35/39574709.
xls). In 2009, the ITU estimated that 
the average !xed broadband pen-
etration percentage in the developed 
world is 23 percent. Comparatively, 
the average penetration in develop-
ing countries is only 4 percent. As a 
whole, home broadband penetration 
rates worldwide are only 7 percent, 
although nearly a quarter of the 
world’s citizens are Internet users.6

This discrepancy between access 
and adoption is only part of a con-
siderably more nuanced digital 
divide. The Investigative Reporting 
Workshop at American University 
found that the best values for broad-
band were in the wealthy areas; 
poorer areas might pay slightly less 
but are getting signi!cantly slower 
broadband speeds.7 As the Internet 
has transitioned from dial-up, the  
minimum capacity requirements 
of connections necessary to access 
the full Internet ecosystem has 
likewise increased substantially. A 
recent ITU report estimates that a 
relatively simple webpage today can 
take 23 seconds to load on a dial-up 
connection versus half a second on 
broadband.8 The divide can be even 
more pronounced when we factor 
in the signi!cant discrepancies in 
advertised versus actual broadband 
speeds, a differential that can vary 
dramatically from network to net-
work. For example, regulators in 
both the US and UK have found that 
actual speeds are regularly half of 
what’s advertised (see http://tinyurl.
com/3bkbw63 and http://tinyurl.com/ 
3rhl9dw).

Even this divide, however, is rela-
tively straightforward compared with  
the myriad different traf!c-management  
practices that detrimentally affect 
network users. Several wireline net-
works in Europe limit different types 
of traf!c over networks, whereas 
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others have announced plans to 
charge per connected application. 
For example, O2 in the UK depri-
oritizes video and peer-to-peer (P2P) 
protocols,9 a limiting network man-
agement practice that Free in France 
has reportedly employed in some 
areas as well.10 BT in the UK blocked 
access to the website thepiratebay.
com before relenting under regula-
tor pressure.11 PlusNet in the UK sets 
different levels of speeds to differ-
ent categories of Internet traffic 
(see http://tinyurl.com/3d7drk3).  
And KPN, a Dutch service provider, 
is taking these practices to a new 
level, announcing plans for differ-
entiated pricing in which “services 
such as browsing, using mobile VoIP  
[voice over IP], instant messaging,  
and watching videos will get their 
own price tag” (http://tinyurl.com/ 
3efy9hf).

These differentiated pricing mod-
els are prevalent on most mobile 
phone networks. Although many 
users already pay three times for 
data traf!c (for voice, SMS, and a 
data plan), additional types of data 
use are beginning to carry their own 
fees. For example, Orange in France 
charges 15" per month for VoIP,12 
and Vodafone and Deutsche Telekom 
respectively charge 10" and 9,95" per 
month for the service.13 Telia Sonera 
in Sweden allows VoIP but only on 
its most expensive data plans (www.
telia.se/privat/produkter_tjanster/
mobilt/surfaimobilen/), while SFR in 
France has blocked VoIP altogether 
on the iPad (http://img.telecomix.
org/EU/src/127728743242.png). 
Additional carriers such as Vodafone 
in Italy block or degrade P2P traf!c 
(http://tinyurl.com/oj5a7e).

Because lower-income subscrib-
ers rely more on mobile connectiv-
ity than aff luent constituencies, 
these restrictions affect such sub-
scribers most — populations where 
Internet access is most critical for 
opening doors to economic, edu-
cational, and other opportunities 

and where mobile access might be 
the only connection to the Inter-
net. In the US, for example, Metro 
PCS offers unlimited “MetroWeb” 
4G service coupled with unlimited 
YouTube, yet blocks other stream-
ing video services and applica-
tions such as Skype. Addressing the 
carrier’s severe limitations, civil 
rights advocate Malkia Cyril wrote 
that Metro PCS has been “termed 
‘Ghettro PCS’ by many low-income 
black and Latino subscribers.”14

The Impact of Command-
and-Control Networks
Key technological advances are 
enabling this trend of restricting 
user freedom on Internet access 
networks. For example, the IP Multi-
media Subsystem (IMS) is a still-
evolving feature set being deployed 
on wireless networks that can desig-
nate an earmarked end-to-end chan-
nel to different data#ows.15 Whereas 
the Internet once permitted users to 
access any number of applications 
and services that ran on top of the 
network, IMS lets a carrier break 
the Internet into differentiated ser-
vices such as email or voice traf!c 
and then charge the user for them on 
an individual basis. Likewise, Deep 
Packet Inspection (DPI) technologies  
let a network operator identify and 
monitor speci!c kinds of traf!c — 
and both Plusnet and KPN (whose 
differentiated pricing depends on 
it) are avid DPI users. Meanwhile, 
authoritative regimes are using this 
same DPI technology to monitor and 
censor Internet communications, as 
documented by case studies con-
ducted by the OpenNet Initiative 
(http://opennet.net).

In addition, the worldwide popu-
larity of iPhones has fur ther 
allowed Apple to export its iOS 
operat ing system. Because only 
Apple-approved applications can 
be of!cially installed through the 
iTunes App Store, Apple has signi!-
cant control over its mobile devices. 

Harvard Law professor Jonathan Zit-
train warns that iPhones and similar 
technologies are examples of com-
puting devices devolving into “dumb 
terminals” — no longer programmable 
computers but rather appliances with 
a prede!ned set of functions.16 Some 
devices, such as the HTC G2 phone 
with Google, resist user modi!cation 
by storing core software in read-only 
memory, while the Motorola Droid X  
contains a chip that can render 
the device inoperable if the phone 
detects unauthorized, though legal, 
software.16,17

Stanford Law professor Barbara 
van Schewick explains that a signif-
icant gap exists “between network 
providers’ private interests and the 
public interests.”18 This gap has con-
tinued to manifest itself throughout 
history. As legal scholar Tim Wu 
writes in his review of information 
technologies of the past 100 years, 
“History shows a typical progres-
sion of information technologies  
from a freely accessible channel to 
one strictly controlled by a single 
corporation or cartel — from open to 
closed system.”19 This shift to a more 
closed system on mobile networks 
poses signi!cant dilemmas for clos-
ing the digital divide because it cre-
ates an unequal hierarchy of digital 
opportunities depending on how an 
individual accesses the Internet and 
could lead to fundamentally differ-
ent Internets for different users.

If carriers and device manufactur-
ers are in a position to determine the 
functionality of an Internet connec-
tion or an Internet-enabled device, 
efforts to close the digital divide will 
be negatively affected. As DiMaggio 
and his colleagues stress, understand-
ing the digital divide requires that 
we comprehend what bene!ts users 
can achieve through their Internet 
connection.3 Given current trends, 
those who can afford to access the 
Internet through a traditional wire-
line connection will have a consider-
able advantage over those who can 
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afford only a mobile connection. This 
divide won’t be due to speed or price, 
but rather functionality. As providers 
add further limitations, such as band-
width caps, or let users access certain 
applications only after purchasing 
higher-cost plans, the promise of the 
Internet and broadband as a great 
resource for society’s least advan-
taged will go unful!lled.

Moreover, the Internet’s suc-
cess as a transformative medium for 
communications rests on its users’ 
ability to be active participants in 
its ongoing development. New York 
University professor Richard Sennett 
posits that craftsmanship, whether 
of a new cabinet or a new media, is 
a “basic human impulse, the desire 
to do a job well for its own sake.”20 
In essence, the ability to localize, 
improve, question, and explore the 
tools we use is an important facet of 
being human. Early Internet adopt-
ers, in addition to possessing certain 
technical skills, were empowered to 
fundamentally shape the medium. 
The Internet in many respects re#ects 
their ideas and innovations. These 
early users, or “Internet craftsmen,” 
were fully empowered to build, 
improve, and innovate the technol-
ogy. Yet over the past several years, 
that level of freedom and opportu-
nity has been systematically erased. 
Today’s networking technologies are 
continually shifting away from this 
open and participatory architecture. 
ISPs are creating ever-increasing 
barriers to innovation and are more 
resistant to end-user modi!cations. 
Today, ISPs are focusing substan-
tial time and energy to locking 
down every facet of their networks, 
designing their systems to prioritize 
content consumption, and creating 
barriers to user-driven communica-
tions, adaptations, and innovations.

Bridging the  
New Digital Divides
While world leaders are recognizing 
the Internet’s importance, current 

trends toward command-and-control 
networks pose a signi!cant challenge 
for closing the digital divide and 
empowering all users. Solutions that 
help solve these problems embrace 
craftsmanship and participant con-
trol over networking technologies. 
Recent technological advances are 
already facilitating the development 
of hybrid networks that can utilize 
ISP networks when needed but cre-
ate locally controlled networks that 
prioritize user-generated communi-
cation, applications, and services.

Metcalfe’s law assumes that a 
new network participant gains the 
bene!ts gleaned from other mem-
bers. As we’re seeing today, how-
ever, command-and-control networks 
sustained by business models based 
on an all-powerful network opera-
tor are bleeding off these networks’ 
exponential bene!ts. Whereas such 
companies stand to gain enormous 
pro!ts by commoditizing every form 
of communication possible, the inef-
!ciencies these practices cause (in 
terms of lowered information #ow, 
network congestion over centralized 
relay points, greatly lessened inno-
vation at network edges, and so on) 
are coming at edge-users’ expense. 
Better technologies exist that would 
dramatically lower communication 
costs, increase adoption rates, and 
fuel new service and application 
development, and that are synergis-
tic with pre-existing infrastructure. 

For example, using off-the-shelf 
Wi-Fi routers with upgraded soft-
ware, mesh networks can facilitate 
local-to-local communications, let-
ting individuals stream video, share 
local media, and use VoIP applications  
(such as Skype) for free phone calls.21 
Current implementations range from 
covering a few blocks in Detroit,  
Michigan (www.newamerica.net/node/ 
34925), to covering hundreds of square 
kilometers in and around Vienna.22 
One recent report describes how in 
Berlin, “a city that has struggled with 
depopulation, high unemployment,  

and budget de!cits since the fall 
of the Berlin Wall, the commu-
nity wireless network Freifunk has 
provided free Internet access to 
residents who cannot afford com-
mercial services since 2002.”22 P2P 
networking on mobile handsets cre-
ates additional opportunities for edge-
user empowerment. In Australia, the 
Serval Project (www.servalproject.
org) has developed mesh network-
ing for cell phones running Android. 
Its system lets users make free voice 
calls through a local network or — by 
adding Asterisk (www.asterisk.org) 
or another VoIP gateway — to almost 
anywhere in the world (http://tinyurl.
com/4g5cjnp).

Gnu Radio and the OpenBTS 
projects are examples of what an 
empowering alternative to mobile 
network lockdown might look like. 
OpenBTS is developing an open 
source GSM air interface, potentially 
enabling users everywhere to build 
their own cell phone networks and 
provide low-cost or free services.23 
Gnu Radio, a software development 
toolkit that performs signal process-
ing and lets users develop software 
radios using cheap hardware, could 
put adaptive networking technolo-
gies into the hands of the masses (see 
http://gnuradio.org/redmine/wiki/
gnuradio).

Yet the direction of regulation 
has been to prevent the rollout of 
these innovations. Spectrum reforms 
to allow widespread use of cognitive 
radio technologies (especially shared 
and opportunistic spectrum access) 
have been met with hostility by cur-
rent and previous US Federal Commu-
nications Commissions. Instead, the 
overarching focus has been on main-
taining arti!cial scarcity through 
limited spectrum access. As these 
technologies mature, the gap between 
technological capabilities and per-
missible use will increase. Users will 
have far too limited legal space for 
communications due to this regula-
tory stagnation — a process that will  
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eventually lead to the rise of a genera-
tion of electromagnetic jaywalkers.

T he changes needed aren’t solely 
in the regulatory space, how-

ever. Bridging today’s digital divides 
means understanding that Internet 
craftsmen are digital literacy crusad-
ers and mentors and that new think-
ing and innovative technologies are 
direly needed. Closing the divide 
means getting rid of antiquated bar-
riers that prevent Internet crafts-
men from pursuing outside-the-box 
thinking, but it also means making 
it illegal to develop new barriers to 
tinkering with and extending func-
tionality. Supporting the Internet 
craftsman doesn’t mean every Inter-
net user will become an expert — it 
means providing the resources and 
opportunity necessary for anyone to 
develop innovative infrastructure, 
new services, and applications, and 
improve communications to better 
meet their own needs and that of 
their community. 
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